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Executive summary

This paper provides information about how to set up the Dell DR Series Deduplication Appliance as a
backup target for HP Data Protector 7.0. This paper is a quick reference quide and does not include all DR
Series Deduplication Appliance deployment best practices.

See the DR Series Deduplication Appliance documentation for other data management application best
practices whitepapers at http://www.dell.com/support/troubleshooting/us/en/04/Product/powervault-
dr4100, under "“Manuals & Documentation”.

Note: The DR Series Deduplication Appliance/HP Data Protector build version and screenshots used for
this paper may vary slightly, depending on the version of the DR Series Deduplication Appliance/ HP Data
Protector software version used.
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1 Install and Configure the DR Series Deduplication
Appliance

1. Rack and cable the DR Series Deduplication Appliance appliance, and power it on.
Please refer to Dell DR Series System Administrator Guide, under sections of "iDRAC Connection”,
"Logging in and Initializing the DR Series System”, and "Accessing IDRAC6/Idrac’7 Using RACADM”
for using iDRAC connection and initializing the appliance.

3. Login to iDRAC using the default address 192.168.0.120, or the IP that is assigned to the iDRAC
interface. Use user name and password of “root/calvin”.

T —

apsons

! poeoeeon} §

4. Launch the virtual console.
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5. After the virtual console is open, log in to the system as user administrator and the password
StOr@ge! (The "0" in the password is the numeral zero).

6. Setthe user-defined networking preferences.

Jould you like to DHCP (yessmno) 7
an IP address:
~ a subnet mask:
* a default gateway address:
Suffix (example: abc.com):
~ primary DNS server [P address:
puld you like to define a secondary DNS server

e enter secondary DNS server IP address:

7. View the summary of preferences and confirm that it is correct.

Jet Static IP Address

IP Address 18.18.86.188
Hetwork Mask

Default Gateway 18.18.686. 126
DNS Suffix idmdemo . local

Primary DNS Serwver 16.18.086. 1681

Secondary DNS Serwver 143.166.216.237

Host Hame DR4888 -5

Are the above settings correct (yess-nod 7

Setting Up Dell™ DR Series Deduplication Appliance on HP® Data Protector 7.0 | January 2014



8. Log on to DR Series Deduplication Appliance administrator console, using the IP address you just
provided for the DR Series Deduplication Appliance, with username administrator and password
StOr@ge! (The "0" in the password is the numeral zero.).

E

x [l snegic B B

DR4000
DR4000-DKCVES1

DAL

Login

Ploase onter your paaswond:

(1921682250 Enter User Defined IP Address

Usermama: administrator

Log in

9. Join the DR Series Deduplication Appliance to Active Directory.

Note: if you do not want to add DR Series Deduplication Appliance to Active Directory, please see the DR
Series Deduplication Appliance Owner's Manual for guest login instructions.

e Select Active Directory from the menu panel on the left side of the management interface.

DR4100

ml edwinz-sw-01
sw-01.ocarinalocal

-~ Dashboard
=

Dashboard

Capacity

Physical

System Information
Product Name:
System Name:
Software Version:
Current Date/Time
Current Time Zone:
Cleaner Status:

Upgrade

Copyright @ 2011 - 2013 Dell Inc. All rights reserved,

uSystem State: optimal

& HW State: gptimal

ul‘.lumber of Alerts: 0

Help | Logout

Mumber of Events: 705

Storage Savings Throughput
Zoom: 1h 1d 5d 1m 1y e Zoom: 1h 1d 54 1m 1y s
Refr@shing r1.||§!-'5

Savings (%)
100

0:20 0

DR4100

edwinz-sw-01

99.0.0517.0

Thu Sep 26 01:12:47 2013
US/Pacific

Idle

30 0:40 0:50 1:00 1:10 0:200:30

30 0:40 0:50 1:00 1:10
Time (minutes) Time (minutes)
Total Savings M Read

Total Savings:

Total Number of Files in All Containers:

Mumber of Containers.
Mumber of Containers Replicated:
Active Bytes:
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e Enter your Active Directory credentials.

L eovnitadtmmnaione | o ctive Directony oS

Thie Byl DR CRory @ ETRAQE Nave el D COMBEed Chir on Wl Jiay i b oo guie B

A T DACeC 10Ty ©oTeget @das

Crormuin Hames {F D8

IFparnETaT

Enter Active Directory Info

Cancel  Join Domakn

Copuign S 3071 - 2015 Ceatl el bl righvis sn s s

10. Create and mount the container. Select Containers in the tree on the left side of the dashboard,
and then click the Create at the top of the page.

DR4100 : —
ML edwinz-sw-01 Help | Log out

Containers : !

Mumber of Containers: 1 Container Path: /containers
Containers Files NFS CIFS RDA Replication Select
Dackup 1 ' ' Mot Configured

Copyright @ 2011 - 2013 Dell Inc. All rights reserved
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11. Enter a Container Name and choose Connection Type, select Enable CIFS or Enable NFS check
box. HP Data Protector supports both CIFS and NFS protocols.

Create New Container:
Aszsign a name to the container, select its type, access protocol to use and add clients that need access.

edwinz-sw-l Container Name: [Sample Marr Eaechice
Cl
Connection Type”: ©) Mo Access @ NAS (NFS, CIFS) © Rapid Data AN ess (RDA) (7)
MNFS CIFs ntainers
HFS access path: 10 250 242 167:/containers/sample CIFS share path: W10 250 242 167\sample
Use MFS to backup UNEX or LANUK clients. se CIFS to backup M3 Windows clients g&(
[¥]Enable NF& hEnable CIFS J
Select CIFS or NFS
Client Access lient Access
[C] Open Access (all clients have access) [] Open Access (all clients have access)
Add client (IP or FQDMN Hostname): Add clients (IP or FQDM Hostname)
Add Add
Clients: Clients:
= ~

Enter Backup Server Info

MF3S Options
@ rw [Tinsecure
Copyright®2 @ ro
WMap root to:
-select- =l

Cancel

Create a New Container
p— |

12. Select the preferred client access credentials.

Create New Container:
* = required fields
Assign a name to the container, select its type, access protocol to use and add clients that need access.

B o o [Fampie Max 32 chgartars inchiding anlulattare _numbare hunhan_and underscore -
Name r Name the container [
Connection Type s ©) No Access @ NAS (NFS, CIFS) ©) Rapid Data Acce. s (RDA) (7)

NFS CIFS htainers
NFS access path: 10.250.242 167 /containersisample CIFS share path: 10,250,242 167\sample :
Use NFS to backup UNIX or LINUXElients. Usg,CIFS to backup MS Windows clients. g&(
[Z] Enable MNFS Select CIFS or NFS Xelss )
Client Access: Client Access:
Open Access (all clients have access) Open Access (all clients have access)

[insecure Select client access credentials

IMap root to:

-select- El

Copyright ® 2

Canc reate a New Container

Note: For improved security, Dell recommends adding IP addresses for the following (Not all

environments will have all components):
Backup console (HP Data Protector Server, HP Data Protector Clients)
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13. Click Create a New Container. Confirm that the container is added.

DeLL

DR4100-VM

root (Log out) | Help

Containers Create |
Global View
Dashboard ;
Alef | Message
Events ___ + 5 fully added "sample".
Health u + Successfully added NFS connection for container "sample".
Usage » Successfully added CIFS connection for container "sample”.
Container Stalis
Replication Stati Mumber of Containers: 2 Container Path: /containers
Storage Containers Files NFS  CIFS  RDA Replication Select
Replication backup 0 v v Not Configured
Clients sample 0 v v Mot Configured

Schedules
Replication Schedule
hedule
System Configuration
Support

Cleane

Copyright @ 2011 - 2013 Dell Inc. All rights reserved.

14. Click Edit. Note down the container share/export path, which you will use later to target the DR

Series Deduplication Appliance.

Edit Container: sample

Connection Type”: © No Access @ NAS (NFS, CIFS) © Rapid Data Access (RDA) (7

OWINZ-5W-{ gk
@ggs Eall’l: 10.250.242 167 /containe é@

Use NFS to backup UMIX or LINUX clients.
[¥]Enable NFS

Client Access:
[¥] Open Access (all clients have access)

MNFS Cptions:

@ rw [Tinsecure
Do

Map rootto:

root [+]

Copyright ® 2

ClES

* =required fields

qﬁ Share Eatl’l: 110.250.242 15?ﬁ5@

Use CIFS to backup MS Windows clients.
[¥] Enable CIFS

Client Access:
Open Access (all clients have access)

Cancel

Modify this Container

) | Help

tatistics

ntainers

elect
|
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15. Click Cancel to exit.

Edit Container: sample
* =required fields
connection Type = © No Access @ NAS (NFS, CIFS) © Rapid Data Access (RDA) (7)
NFS CIFS -
NFS access path: 10.250.242.167:icontainers/sample CIFS share path: 110.250.242 16T\sample I
Use NFS to backup UMIX or LINUX clients. Use CIFS to backup MS Windows clients. _
Enable NFS Enable CIFS tziners
Client Access: Client Access:
[¥] Open Access (all clients have access) Open Access (all clients have access) ®
MNFS Cptions:
@ rw [Tinsecure )
Do
Map rootto:
Suppo
Copyright © 2
_—
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2.1

12

Set Up HP Data Protector

Procedure for backing up Windows Environment

1. Open HP Data Protector Manager. Click Configure New Devices, which goes to Devices & Media

menu.

pa Backup - HP Data Protector Manager
File Edit  Wisw  Actions  Help

[Eacior EREETEEE
= b [ Description [
G Backup Specifications Backup Specifications Used for creation and modification of backup specifications.
() Templates [ Templates Used for creation and medification of backup templates.
MNext Step Wizard
[ Mest step...
B Ackd New Clients
=]

Add Mew Users

Configure Mew Deyices

e |
b

L & k|

C i il New Backup 5

Run an Interactive Backup

Bestore from a Backup

[~ Do not shaw this window in the future Close

#2 Objects | Tasks 4 4 b o |Backup J

(I [ edwinz-waka-01
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2. Right-click Devices and choose Add Device. In the next window, specify the Device Name and
Description that identifies the File Library Device. Select File Library for the Device Type, and
enter info for the Client. Click Next.

nE Add Device - HP Daka Protector Manager

| File  Edit View Actions  Help

| [Devicos & Moo = R e e
= L) Enviranment - o i : T : . |
4 [ M) ALtomatad Cparations =y Elﬂdeot:l:'bdzguwﬂ name, the clent system whare the devios is connected, and the deviee type. Optionaly, add
[ [l Device Policies
1 [l Devices =
[+ [l Devices by host Device Mage I.\mmp B ——
4 gl Exetonded Copy
lc: m Media Drmsrighion IIJHWII‘
Dravice Tipe e |
Interface Tupe [
Client [ eetwviree it m
M
M anagermer Console LIFL [
= MubiFat devics
I~ Vintuettape foran T
E gtimated it I
!
Bk Mt > Fanidi j Carcsl |
B s T 14ddDevice

=1 R edwinz-waka-o1 ot

Note: The Windows service account for HP Data Protector requires appropriate permissions to the DR
container share for the step below to complete successfully. See Appendix A for setting up the HP Data
Protector service account correctly. This should be done before the next step.
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The next window asks for the path to the library that is the UNC path to the DR container share as
described below. Specify a list of directories for the library. You can also specify the number of

writers for the library, it defaults to 1. Click Properties to assign proper values to the file library
parameters, including Maximal File Depot Size. Click Next.

po Add Device - HP Data Protector Manager =1 E3
| File Edit Wiew Actions  Help
| [Dervioes & Media | e el 2 || = e w6lsh 280
=] Envirenment Specily a list of directories far the librar. =
Automated Operations @
Device Policies
Devices
Devices by host [ Add |
[#1-fa=] Extended Copy
{3 Media I *A10.250.242 167 sample I s |
Frapeitiss.. |
Delete |

Murnber af writers:

I : i
I_:J =]
< Back I Newt> | Firish Cancel |

#2 Obiects | W4 0 0 |AddDevice =8 J —
[T [EB edwinz-wzke-01 >

4. The Media Type default is File. Click Next.

g Add Device - HP Data Protector Manager
| Fils  Edit  Wiew Actons  Help
[Cevices & Madia ;|||ﬂ € |53 [~ | mE| P || s or w8 e s
B[] Environment Spacity the type of madia usad in the lbrar
(4] ] Autornated Cperations weag| SRECiy the p used in the ibracg.
1 [ Devies Polikies
1 (gl

1 (il Devices by host
#1 amm) Exctended Copy
1l Media

Medka Tvpe

=y Ftandard type of media used by the physical device.

| Fiter

Distributed file media format

| Weing distibuted file media fomat enasbles the file liba for vinal full backup.

™ Use distibuted fils media format

== i I o I
il Dbiects B0 b | Add Device —a |

1 D edwinz-wzki-01
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5. Click Next. The Summary window shows the total physical storage size of that particular File
Library Device on the DR container.

N0 Add Device - HP Daka Protector Manager
| Film  EdiE  Wew Achons  Help

=l B3

|[Oevices & Media =1 || 2 € | ([ i | 7| e o e | 5 D
=] Lrvwanment =-
4] (=] avtamated Cperakions oo Eff':;'(gn sizna are in GR

-Gl Device Policies
] {w Devices

o1 [l Devices by bt Dritecton Manwe | Toral Siee | Used | Man fovail. for Backup | Mas. Fils Depot Size |
- fam tended Copy LN 10.250.242, 167 hsample 0.000 0000  0.000 5.00

1 Lz Media

<Back | et » |i Finish ! Cancel |

(| (K mcwinz - wakE 01

#5l Objects Boa b o | Al Device = |

6. Click Finish. In next windows click Close to close it.
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2.2

Procedure for backing up Unix/Linux Environment

NOTE:

Make sure that you can mount/verify the NFS share from the UNIX/Linux client system. Please see

Appendix B for how to mount/verify the NFS share.

The procedure for the Unix/Linux Environment is very similar to the procedure for the Windows

Environment. One difference is that in Step#3, enter the UNIX path of the DR container export is used

instead of a UNC path, as described below.

For other details, please refer to the Procedure for backing up Windows Environment.

i}

Eile Edit View Actions Help

oevcesamedn |+ (8]

Properties for nfs - HP Data Protector Manager

[+=E (1] [=]=]=]=

¢ £ Environment
o[58 Automated Operations
o[ Device Policies
¢ Devices
o (Jj ee
(i lo
o (Jj nfs
o(JJ NFS_Saving_23367
o (J) saving 167
o[ Devices by host
o &) Extended Copy
&g Media

|[ General | Repository | Settings | Summary |

@ Specify a list of directories for the library,

@ Objects .I

mat Erowse
Properties...
__Delete
Number of writers: E
\
:_Properties for nfs
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3 Create a New Backup Job with DR Series Deduplication
Appliance as the Target

1. In the Context List drop-down menu, click Backup. In Scoping Pane, expand Backup and then
click Backup Specifications. In expanded sub-tree view, right-click the Filesystem item and select

Add Backup.
1 Backup Specilic ations - HP Dats Protector Fanager
] File  Edit  View fActions  Help
“».—..:ku.- ;]“ G || -m ] 5= 2 “ EN RN
= me |
- l_I':_1 I_%u;-:k\n Specilications [ IFillesystem
[ 7] Fidesystarm
[ [E) Templates

E‘I 5?;:! & lemplate lo apply 1o the new backup, Uise the Blank lemplste o coeate s specilicaton waih neo del sl
] T

Flaayutem | N
| . » Appls sptiens
g ¥ Destination
Opticns
7] Manth_Full Diafaik 7 Dackup spaciication
F] MT_MMM_tomphate Drlaul HEPACHICRNaY
'-'I Ui _MMNM_ternplste Deafauk 7 | Fiasy, T
0] e emelily_Full Dt B Force to defeults
":;'I ‘wieekly_Full_Catslog_... Defauk
0] s mmely_Full_Log_Die Dl | Times
W] wieekly Full Dver wisH  Defauk
IF Schadule
Dackup options
Blackup lype JEceat o netwok back s =1
¥ Load balanced
Sub e I =]
I Source-ade deduplicatan
I [_DK I I Cancel Help I
¥ otiscts | Q Taske G Backup Speifications

=T [ adwina-wzka-01 o

17 Setting Up Dell™ DR Series Deduplication Appliance on HP® Data Protector 7.0 | January 2014



2. Select the Blank Filesystem Backup template and click OK. Check any source data set that needs
to be backed up. In this example, it's the whole local “C:\" drive. Then click Next.

no Backup - New 1 - HP Data Probector Manager
| File  Edit Wiew  Actions  Hedp

| [ acko =] 22 € | G [ w5 | 2 || RS O E oo

=] Backup
) &) Backup Specifications
=] Filmsysiem
) [l Templates

[--‘ ] Select the iterns that you want ko back up.

Shaoyr [an x| [Filesystem Dackup = |

ap Metwark &

C:
Ci

\_Jﬂ
10
{ UNFIGURATION.
[ =D C: [Dsta] Add/Femave,, |
| =0 Spstem Hesereed olume{iieEia] Ea1507 Tel aalio HOEsEIE

(+1f ] advine- w2 0-02 ocarina local
m—

“ | =]
[ Newt> | i | Cancel |
il Otygects | 3l Tasks W 4 i [Add Deviee = | Backup - Mewl = ]
il [ & dwinz-w2kD-01 8

3. Select the devices or drives to be used as the backup target. In this example, it's the DR container
share/export created in previous section. Check Properties and define other parameters, then

click Next.
@2 Backup - New2 - HP Data Protector Manager [ O] =]
| File Edit wiew Actions Help
| [Backun EEEIED 7 [0 &=
=] Backup
:'@ Eackup Specifications Select the devices or dives o be used for the backup.
[ Filesystem
emplates
3 Backup | Add Mirror |
£ Show selected & Show all Fiemove Miror |
-y Properties i
o T | Mawve Mitar < |
1y cFst
I oFsz2 ¥ Load balancing [Hpve i |
I CIFss )
{+(I) CIFS_Edwin0l i |1 v[
[ HI) CIFS_Edwin02
I CIFS_Ivan Maw [5 =]
T I3 CIFS_Karen
00 sample
-0 saving 57

< Back Mext > I Firiish Cancel

[l [E edwinz-wzka-01 7

#2 Objects Tasksl H 4 b H |Backup-Mew2 =8
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4. Check and verify on Backup Specification Options through Advanced button. Then in Filesystem
Options section, click on Advanced.

mo Backup - New? - HP Data Protector Manager =] E3
| El= Edit  wiew actions  Help
| [Backun ElEEEEE TR |0 &
=1 Backup e e
- Earkup Specfications Select the backup options far all obiscts in this backup specification.

£ Filesystem

J|l Templates  Backup Specification O ptions

vt mEmEel el s siEsien SEiEme
Diescription 1l Advanced, |

[~ Fil Options
ﬁ Select the default protection period for all backed up files and directories.

Frotection [Permarert = Advanced... |

-~ Disk Image Options

@ Select the default protestion period for all backed up disk images

Pratsction [Permanert =l | Advenced. |

[~ Backup to Disk Device Options

@ [~ Sowge-side deduplication

<Back | | [T | Firih ezl

#Z. Objects Tasks | W 4 © M |Backup-Mewz =A

5. In Filesystem Options, click Other tab, make sure "Software compression” is unchecked, and
‘Data security” is set to None.

i Backup - backup_sam

HP Data Protector Manager =] E3
| File Edit Wiew Actions Help

= Hee 7 || AR E o

=0 Backop | [ source | Destination Options | Schedule | Backup Obiect Summary |
E1-{fE]] Backup Specifications ystem Options
=] Filesystem

[ backus-cst Options  Other | winFS Options | Metw.are Dptins |
[l backup_cifs2 Sms

- B backup_sampls @ Modify the object's advanced options.

- [B] saving_67 =
B test [~ Enhanced incremental backup

[ Templates

PR Tate T ey ange Log Provider if available Advanced |
Software compressiag

[~ Displey statetical info

I Lock files during backup s

[~ Backup POSIX hard links as files LI Advanced I

[T Do not preserve access time attributes

I S8R lul D image to disk

Data security Ny
Mone ;I ‘

- Advanced I

Lagging
[Log 20 ~ ‘

IAII sizes =

User defined variables

"Eackup files of size ‘

oK | Cancel | Help |

| Cancel | Apply
#2 Objects | Tasks | M 4 & 0 [saving 67— ] backup_sample B | saving 67 B ] saving_67 —W | saving 67— | Backup - backup_sample
(il [ edwinz-wzks-01 A
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Note: Always Disable ‘Software compression’, as DR Series Deduplication Appliance has compression

built in and does not require any compression on HP Data Protector. In general, additional data

compression on backup software will have negative impact on total savings on DR Series Deduplication

Appliance.

Set '‘Data security’ to None, as enabling encryption before the data stream is sent to the DR Series
Deduplication Appliance device will make the data not deduplicatable. This will put significant negative

impact on total savings on DR Series Deduplication Appliance.

6. Define Backup Job Schedule options and click Next.

@O Backup - New2 - HP Data Protector Manager
| File Edit Wiew Actions Help

=1 E3

|[Backap EEEEE

AREEEEEE

=] Backup
—I-[[8]] Backup Specifications
¥ ®-£ Filesystem not want scheduled backups to run on holidays

&l Templates

4w b

Urido:

S pecify the dates and limes that you want backups performed. Check the Holiday box: to indicate that you do

Reset
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Predefined...
Mon Tue wed Thu Fri Sat Sun
I Holidaps
1 2 3 4 5 6 7 I Disable schedule
] E] 10 1 12 13 14 L
sgend
15 16 17 18 19 20 iyl I
M noiemental
22 23 24 25 26 27 28 [ Full+ Iner
[ Holidaps
23 30 3
~ Friday, July 05, 201
Time | Type | Options | Aidd
Delete |
< Back Ment > Frish | Cancel
#2Z Obijscts | Tasksl 4 b H|Backup - Newz = |




7. Review the Backup Job Summary Click Next.

| Flle  Edit  View P&tlDﬂF Heb
| [Bockm =1 || s & | G |[-= ool G| 2 || BRRR| D & oo
=T i ——
! PLL:EUQD:M spacifications u:‘ﬂl Fleview summaries of the backus ifications and make g harige
i#1-£7)
1+ ) Templates
I Tupe [ Oeseription | Deviee Manual add. . |
adwinzwzke 0] Filesystar [Windows]  C: [Losd Bi
Dalate |
Chanae deviee |
Ehange Miror,.. |
Eropnties.. |
Ll | ] |
< Hack l et iI Finish | Cancel |
5l Objects | & TMK!l W | packup - Newz —E | e
(| &R edwinz-waki-01 £

8. Specify a name for the Backup Job. Click Save As to save the newly configured backup
specification.

i Backup - New2 - HP Data Protector Manager o =]
| File  Edit  Wiew  Ackions  Holp
= =1 | o & |G ([ ol G| 2 || BEED | e s
& ) Backup . . .
S i) Bk Specifications Parfarm finkshing steps in your backup /termplate design

1+l ) Filasystam
1+ [l Templates

.l,] Bave as...
Save the newh created backup/template,

|-|4ﬂ|| ] Start Interactive Backup...
L - O CLEC) —tpckup spaciication.

LEJ Tupe the name and select a group. where you wank to save your
o,

nee backup speclicat

th Ihe currenl bsckup specilcstion This aption is
o Singhs Malbox, Subsse. Inforno. IBM DB2.
Preview is not supperted for ZDE and direct

[TETE] bk _sampie

Group [Deraun =]

0K, | Concel | Help |

<Back | R | Finish | Carcel |

il nlaioczel il Taskal

T e R e |

(| 6B adwinz-w2kii-01 -
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9. (This step and next are Optional: or wait for the scheduled backup run to complete.) Click Start
Backup to run the backup. When the Start Backup window opens, click OK to start the backup.

o Backup - backup_sample - HP Data Protector Manager
| File  Edit Wiew  Ackions  Help
| [oackon =1 | o e | | =ee ool | 7 || BWER | G oo

Source Iu.mnd.uul Options | Schedule | Backup Dbject S wmmary |

=1 L) Backup

1= @) wackun Specifications
=1-£7) Fmsystem

E backip-cfs

backup_cfsi
backup_sangle Showy: [Setected =] [Fileaystem Backup =]

i ] Select the dems et pou want Lo back .

saving &7
Lest - -
[ (3] Templates | e  edwinzw2ka-01 e Mstwark Stare, |

Digcorinmct Shane |

Stark Backup [<]
Add/Ramove.. |

Srdact the backup type and the desired retwark load, then click OK to

|—’[E|J staat the backup,
Baclup lype [ - |

Hetvork load |High =

Ok I Cancel Help I

cancel | Dol |

£ Objects | G Tesks | W o1 b 6| Dackup - backup_sample |
] KD edwinz-wkD-01 -

10. The Backup window displays the progress of the backup session. The Session Information window
will tell you when the backup is completed.

po backup_sample - HP Data Protector Manager

=] B3

| File Edit Wiew Actions Help

“Eackup ;IHEQ ?“HBEE
=71 Backup Backup

=HE] Backup Speifications
EI"E Files‘:'st::\ : Status | Tvpe | Clienk Systern | Source | Drevice | Size | Done | Errars | W arnings | Descripkion
B backup-citst CPRunA... WiRFS  edwire-w2kE-01 C: CIFS1_\WriterD 26485518... 0% [ =

[ backup_cifs2
- [B] backup_sample
Bl saving_e7

[ test al | *l

() Templates
Status | De. | Clienk System | Total Data | Mediumn Label
(=lRunning Cl.. edwinz-wzks-01  432000... CIFS1_MedisPool_&

| | 1]

VBDARedwinz-wzk8-01 "C:" Time: 7/5/2013 7:25:53 AN
'System Files' successfully added

[Mormal] From:
VSS Writer 'System Writer':Component

[Morm=al] From: VEDABedwinz-w2k8-01 "C:" Time: 7/5/2013 7:25:53 AN
W33 Writer 'WHMI Writer' :Component 'WHI' successfully added in the snap:

[Morm=l] From: VEDABedwinz-wzk8-01 MC:™ Time: 7/5/2013 7:25:53 AN
VS5 Writer 'COM+ REGDE Writer':Component 'CON+ REGDE' successfully adde

[Morm=l] From: VEDABedwinz-wzkS-01 "C:" Time: 7/5/2013 7:Z5:53 AN
VS5 Writer 'Registry Writer':Component 'Registry' successfully added i:

[Morm=l] From: VEDABedwinz-wzkS-01 "C:" Time: 7/5/2013 7:Z5:53 AN
VS5 option was specified. Attewpting to create snapshot.

[Morm=l] From: VEDARedwinz-wzkS-01 "C:" Time: 7/5/2013 7:26:00 AN
Clearing archive flags is not applicshle with Volume Shadow Copy backup

| *

|
PR Objects Tasks W 4+ o |@P backup_sample = | backup_sample =M | backup_sample = |
(il | edwinz-wzks-01 i
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4 Set up DR Native Replication & Restore from Target
Container

4.1 Build Replication Relationship between DRs

NOTE: The assumption is that on both the source and target DR, a container is already created for each

of them. In this example it's called "backup”. And the target container should not be used by anything
else and is empty, with the same Connection Type as the source container.

11. On the source DR, select Replication from the menu panel on the left side of the management
interface, click Create.

WLL DR4100-VM

root (Log out) | Help

edwinz-sw-01.ocarina.local

Replication | Stop| Star] |
B Global View

Dashboard
= Alert Mumber of Source Replications: 0
erts

Events Local Container Hame Role Remote Container Hame Peer State Bandwidth  Select
Health

System Configuration
Support

Copyright @ 2011 - 2013 Dell Inc. All rights resenved.
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12. Select a local container as source container in Step 1, make appropriate selection in Step 2 and
Step 3. In Step 4, select Map to container on remote system, enter credential to authenticate to
Target DR (default is "Administrator/StOr@ge!), then click Retrieve Containers, select the target
container on the list, click Create Replication.

Create Replication

* = required fields

Step 1: Select alocal container Step 3 Selectarole Step 4: Remote container settings
- @ Source':'Target () Create container on remote system
HDWNF52 ® Map to container on remote system

m Usernameg. adminiStratDr
Password®: s

Peer Systern™|10.250.233.67

- Remote Container: [Retrieve Containers(s
-

Step 2: Select Encryption :
@ None ) 128 bit © 256 bit

Cancell Create Replication

13. Verify that the replication session is created. Peer State is Online. Monitor the replication progress
under Replication Statistics, and make sure the replication Status is INSYNC.

mL DR4100-VM root (Log out) | Help

edwinz-sw-01.ocarina.local Replication Create | | | | | Bandwidth |

Global View

Dashboard
Alerts | message |
Events E + Successfully added replication for container "backup'.
Health
Usage
Container Statistics Mumber of Source Replications: 1
Replication Stz
Storage Local Container Name Role Remote Container Name Peer State Bandwidth Select
Containers backup 1025023387 Online Default
backup

Clients
Schedules

Replication Schedule

Cleaner Schedule
System Configuration
Support

Copyright@ 2011 - 2013 Dell Inc. All rights reserved.
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4.2 Run backup to source DR (Optional: only when there is no backup
data on the source DR container)

1. Add both source DR and target DR as Devices on HP DP, create a New Backup Job with source
DR as the Target.

po Backup - saving_67 - HP Data Protector Manager =] E3
| File Edit View Actions Help
| [Bactan ElEEEE BEEETEEE
S C ] ek Saurce | Destination | Options | Schedule | Backup Object Summary |
=R Backup Specifications
] E-ﬁl Fil Lol Select the items that you want to back up.
z fr—
i xchange Preview Backup... electe ~ ilesystern Backup ~
] MEE: 2010 v P Selected Fil Back:
54 M5 Yolume Shadow
Templates Select the Location For the Shartcut, ..
= edwinz-w2ke-01 ol et Sz |
Change Group...
Apply Template... Dfiesarmae: Srare |
Copy As... Add/Remove |
Delete Mum Del
Properties. .. Alt+Enter
Cancel | Apply |
B Objects Tasks | 1 v M |Backup - saving 57 < [ @ saving 57 | @ saving 167_0 —H | @ ssving_167_0 —H | @ cav
il [ edwinz-wzks-01 oz

2. In Start Backup window, click OK to start the backup using the appropriate settings. Monitor job

mz Backup_Source - HP Data Protector Manager [ O]
| Eile  Edit Wew Actions
| [Backun e
=) Backup Backup
EBackup Specifications 4
- i t Status [ Tvpe [ client System | Source | Device [ Size | Done | Errars | Warnings | Descrip
H &l Com... WinFS edwinz-wzks-01  E: saving_L&7.. 9321 KB 10... o 0 E:[Dat
i oo[Bl saving_67
+1-f2%] MS Exchange 2010 Server
58 M5 Wolume Shadow Copy Writers
Templates
41 ] 1|
Status | Device [ Client System | Total Data | Medium Label
@ Tnacti... saving_167... edwinz-w2kS-01 94058 KB saving_167_MediaPool_35
41 | 1|
Disk Agents Total ........... 1
Completed Media Agents 1
Failed Media Agents - o
Aported Media Agents ......... [a]
Media Agents Total  .......... 1
Oversall Deduplication Ratio .. -
Mbytes TOGDAL «eeeveeenencnnnns o ME
Tsed Media Total 1
Disk Agent Errors Total ...... o
Session completed suscessfully!
<] | >
#2 Objects | Tasks | W 4 b 0 | @ saving 167 0 —H | & saving 1670 I | @B saving 167 0 I | @ Eackup Source =i |
[ [E edwinz-wzks-01 v
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3. When backup job is completed, HP DP creates backup files using the suffix ".fd" on source DR , and

the “.fd’ files will be replicated to the target DR, as shown in screenshots.

e Source DR

_l_ backup M=l E3

@-\ \_)v |4 = Metwark - 10.250.242.167 + backup v |23 | search backup

£

Crganize *  Rew Folder

Bl Desktop Al rame | Date modified - | Type | Size

)
[

g Downloads
I (36967d4551 21 16b15070450053 . Fd I 12/25§2013 7:06 PM FD File

1= Recent Places

=l Libraries
3 Documents
,J'. TMusic
E‘ Pictures
E Videos

e Target DR

9,544 KE

_l backup =] 3

( )v |~ Metwork ~ 10.250.233.67 - backup ~ 23 | search backup 0]
Organize *  Mew folder = ~ [l .@.
T Favorites e | Date modified | Type | Size: | |
Bl Ceskiop I 03696704551 1 16b1 5070450053, Fd I 12/25/2013 7:06 PM FD» File 9,544 KB
& Downloads

= Recent Places

- Libraries
3 Diocuments
J’- IMusic
= Pictures

B videos
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4.5 Prepare Replication Target for restore

4. On HP DP, Go to Devices & Media - > Media - > Pools, right-click the Media Pool associated with
the source container device and the backup set that needs to be restored, click Export.

@O saving_167_Me: P Data Protector Manager [_[O0]
File Edit Wiew Actions Help

[Devices & Media | H N

P ool

[EEETTEEEL

il Devices by host Latsatiam @
&) Extended Copy
Egdzmmns Apsaving_167...  Good Change Lgeation. . 0 [saving_L67: 1110.250.242, 167\ backupl036967 4551 dbBbaS507045004F  Fd]
=7 Pocls b saving_167... Good Copy Catalng b Ele.. . 0 [saving_l67: 1,10.250.242. 167\ backupl036967d4551 dbBaBaS07045004c.Fd]
67_MediaPaol Bpsaving_167... Gond 8 Recude 0 [saving_L67: 1110.250.242. 167\backup} 03696704551 dbe9ads07 0450049, fd]
-2 5_MedisPaol Hpsaving_167... Good 0 [saving_L67: 1\10.250.242. 167\backupi 036967 4551 dbBBCSS070450046. Fd]
(-8 CIFS-243.2_MadiaPoal Hbsaving_167... Goad Mo ko Pocl 0 [saving_L67: 110,250,242, 167\ backup\ 036967 4551 db7d 155070450043, Fd]
= CIFS3NFS_MediaPocl Bsaving_167... Good E— 0 [saving_L67: 1110.250.242. 167\backupi 0369674551 db7 295507 0450040, Fd]
ClFS_EmeZ_PgedwaP‘\:m\ Bpsaving_167... Good verfy... 0 [saving_L67: 1110.250.242. 167\backupl 036967 4551 dbeSbbS07045003d. Fd]
e CIFS_Iwan_MediaPool Hpsaving_167... Good ) 0 [saving_L67: 1,10.250.242. 167\ backuph036967d4551 db6 3245070450034, Fd]
-l CIFS Karen_MedisPaol Acaving_167... Good O E e e o 0 [saving_167: 1110.250.242. 167\backupi0 369674551 dbé1 £ 25070450037 Fd]
& CIFS1_MediaPool Bsaving_167... Good Select Media... 0 [saving_L67: V110,250,242, 167|backupl036967 4551 db6026507 0450034 Fd]
[]“ g:?:z::::;: Hsaving_167... Good Properties... Ale+Enter 0 [saving_167: 110.250.242. 167|hackupl 036957 d4551 dbSe65507 0450031 . Fd]
R Cefat T Bpsaving_167... Gond 0 [saving_L67: 1110.250.242. 167\backup} 036967 4551 da7 950507 045002¢ . Fd]
59 pofaul 005 Bpsaving_167... Good  Perman... 0 [saving_L67: 1\10.250.242. 167\backup} 036967 4551 dasasbS07045002b. fd]
o Dofault DLT Bsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backupi 0369674551 45630d507 0450028, Fd]
o Default DTF Bsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backupi036967 04551 da67aFS070450025 ]
Default Exabyte E’sawn97167. . Good Perman... 0 [saving_167: 410.250.242. 167 \backup\036967d4551 daga+1 5070450022 . fd]
5l Defaul File HBpsaving_167... Good  Perman... 0 [saving_L67: 1\10.250.242. 167\backupi 03696704551 das462507045001F ]
Default LTG-Ultrium Bpsaving_167... Good  Perman... 0 [saving_L67: 1\10.250.242. 167\backupi0 3696704551 daSFa1 507045001 . Fd]
Defsult Optical Hsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backupi 03696704551 d55dc65070450019.Fd]
==l Default QIC s ESawngJﬁ?.” Good Perman... 0 [saving_L67: 110,250,242, 167 backupl036967 d4551dasc2fS070450016.Fd]
& Default SAIT Bpsaving_167... Gond 0 [saving_L67: 1110.250.242. 167\backup 036967 4551 dasaass07 0450013, fd]
- Default SD-3 Bpsaving_167... Gond 0 [saving_L67: 1110.250.242. 167\backupi 036967 4551 dasa3cS070450010.fd]
@ Default SuperDLT Bsaving_167... Good . 0 [saving_L67: 1}10.250.242. 167\backupl03696 704551 d29bEFS06FE5001 ¢ Fd]
=F Default T10000 HBbsaving_167... Good  Perman... 0 [saving_L67: 110,250,242, 167\ backupli36967d4551 d29a6o506FA50019.Fd]
Default T3480/T4390/T9490 Bbsaving_167... Good  Perman... 0 [saving_167: 110,250,242, 167\ backup\ 03696744551 2997250685001 6, Fd]
-l Default T3550 Hsaving_167... Good  Perman... 0 [saving_L67: 110,250,242, 167\ backup|036957d4551 d2087eS06F 85001 3, fd]
“ Da:a”:t Tass2 Mpsaving_167... Good  Perman... 0 [saving_L67: 110,250,242, 167|backupl 0369674551207 7506FE50010, F]
ng::‘t 1:2:5 Bssving_167... Good  Perman... 0 [saving_LE7: 1110.250.242. 167\backup|036967 04551 d28b0dS06FE5000d. Fd]
2 Defaulk Taps Bsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backupi036967 04551 d289d8506F 550005, Fd]
- lirary. MediaPool Bpsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backup 03696704551 d288e0S06F 550007 ]
2 NFS_EdwinD!_MediaPacl Hpsaving_167... Good  Perman... 0 [saving_L67: 1\10.250.242. 167\backupl03696 7 4S5 1 d287feS06F 50004, Fd]
-5 sample._MediaPool Bsaving_167... Good  Perman... 0 [saving_L67: 1110.250.242. 167\backupi036967d4551 4287 0a506FE50001 . Fd]
=) @2 saving_167_MediaPool
Y saving_167_MediaPool_1 |
o - o
jiects H 4 b 4| saving 167_MediaPool |
Export selected medium (medis). .. Il £ edwinz-wzke-01 7

NOTE: If the media pool is protected and cannot be exported, you should perform Recycle before
Export
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5.

Under Devices & Media -> Devices, expand the source container device node, delete the device
object that is associated with the backup set.

oo Properties fo .250.242.167" backup),036967d4551db8d4e5070450052.fd - HP Data Protector Manager
File. Edit View Actions Help
[Dwics & Medis =l & i ? e
£ () saving_167 =] | | Generl [info | Objects | Usage |
—|-Z8} Directories
=71 110,250,242, 167\backup JE Slot
Ep 110,250,242, 167\ backup\036957d455 1 d2870a506/850001 .Fd e
s |10.250,242, 167\ backup|036957 4455 1 d267FeS06FES0004 .
S 110,250,242, 167 backup\036 96 7d455 1 d285e0506F550007 . Fd Description \SEN‘HLT B7_MediaPool_33
s |10.250,242. 167\backupi036967d455 1 d289dB506/85000a. Fd
B 110,250,242, 167\ backup)036957d455 1 d28b0d506F85000d. Fd Location [ |
s \110.250,242. 167\ backupl036967d455 1 d29778506/850010.Fd
B
S 110,250,242, 167\backupi036967 455 1 d2987506FE5001 3.Fd ] R
B 110,250,242, 167\ backupl036967d455 1 d29972506/85001 6.Fd
A 110,250,242, 167\backupl036967 55 1d25a6506FE50019.Fd Fagmat Data Protectar
<= 110,250,242, 1671backupi036 96 7d4E5 1 d29bEFS0EFE5001 c.Fd Location [saving_167: \\10.260 242 1675backup\03B367 4551 dbSd4e5070450062 fel]
b |10.250, 242,167\ backup| 0369670455 1da593c507 0450010, Fd
S 410,250,242, 167\backup\036967 455 1 da5aa6507 045001 3.Fd (il Pierl saving_167_MediaFool
s |10.250,242. 167 backup| 0369670455 1 da5e2fS07 0450016, Fd Ccall e dvinz-wake-ol

S \i10.250. 242, 167 backupi03695 70455 1 daSde65070450013. Fd
B 110,250,242, 1671 backup|036967 4SS 1 Aasfa 1 SnFnasnni - fd
S \i10.250. 242, 16T backupi036967c  Seam..

B 1110250, 242, 167 backupl036957¢

By \110.250, 242, 167\backupi036os7c Mk

S 1110250, 242, 167\ backup|036967¢ Import

S |i10.250,242, 167ibackupi036967:  Expart

8 1110,250,242,167\backupl036967¢  Change Location...
B 110,250,242, 167 backupi036967;

B \110.250.242. 167 backupi036957¢

S (110,250,242, 1671backupl0369670  Copy...

S \i10.250.242. 167 backupi036987¢
B 1110.250,242. 167 backupl036957¢
1110250242, 167\backupl0369670
2 110,250,242, 167 \backup\036967¢ 4] Recycls
S 110,250,242, 1671 backupl036957,
2 110,250,242, 167 backupi03696
S 110,250,242, 167 backupi03696
2 110,250,242, 167 backupi036957¢
{110,250, 242, 167 backupi0a6957:

4.0 orves "
KN 3 Cancel

?ﬁ Objeats | L] Properties for \410.250.242 1674\backuph 036367 d45651 d28705506(860001fd

_#i7 Obiec: | J

Delete selected object & edwinz-w2ka-01

Verify. ..

Open HP DP CLI console, use command utility “omnidownload” to download the source
container library configuration from IDB

C:xUszsers~Administrator>_

NOTE: Please refer to Appendix C on how to use the command “"omnidownload”.
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7.

Edit the file, modify or add the object information to point to the target DR, save this file

File Edit Farmat View Help

TYPE File
REFOSITRE

MAME “sawing_&7"
DESCRIFTION "

HOST edwinz-wzkB8-01
POLICY Filelibrary

"Wh10
i "Wl0
"WA10
"WH10
"WH10
"0
"0
"WA10
I "WA10
! "Wh10
"WA10
"WH10
"WH10
"WH10
"0
f "N10
"WA10

. 250
.230
.230
. 250
L 250
.250
.250
.250
. 250
. 250
.230
. 250
. 250
L 250
.250
.250
.250

L 233,67 backupy 03696704 551d2e27es07 050004,
L 233,67\ bhackuph 03696704 551023 50507F 050007,
L 233,67 \hackuph 03696704 55102421 507F05000a,
L 233,67 backuph036967d4551d2e502507F05000d,
L 233,67 \backuph036967d4 551d38e32507F050010.
L 233,67 \backuph036967d4551d397F5507F 050013,
L 233,67 \backuph036967d4551d39cFh507f 050016,
L 233,67 backupy 03696704 551d3ac44 507050019,
L 233,67 backuph 03696704 551d3 04 650705001,
L 233,67 backupy 03696704 551d3c10C507F05001F.
L 233,67\ hackuph 03696704 551d3c1c5507F 050022,
L 233,67 \backuph036967d4551d3c283507F 050025,
L 233,67 \backuph036967d4551d3¢363507F 050028,
L 233,67 \backuph036967d4 551d3cebaiorfosoozh.
L 233,67 \backuph036967d4 551d3cfacsorfosooze,
L 233,67 backupy 03696704 551d3d0a0i0rfos0031.
L 233,67 backupy 03696704 551d3d1acioFf0os0034.

"\\LO0. 250,233 . 67\backUp)\03696704 5510303 785077050037 .

iilo.250.233.6?%Eachpi03696?5455152919350??050001.;5

fd"

Fd"
Fd"
fd’

8. Upload this modified configuration file to IDB using the command “omniupload”.

[c.| Administrator: Command Prompt

C:sUsers“Administrator*omnidownload -librarvy saving 67 —file c:“library.txt

C:sUserssAdministratoromniupload —modify_library saving_ 6% —file c:slibrary.txt

29

C:xUsers~Administrator>_

NOTE: Please refer to Appendix C on how to use the command "omniupload”
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9. Expand the device node, Import the device object from target device

P Data Protector Manager

J Filz  Edit Wiew  Actions Help
JIDavlces&Madla LI |J g 9

A 1110.250.233.67\backup\ 0369670455 1 d65fE0507F050080.Fd | General |
B 410,250,233, 67| backup| 03606704551 06021 S07F0S008e. fd
b \110.250.233,67\backup| 0369670455 10621 2 1507F0S0091 Fd Eb Slot

1110.250.233.67\backup| 03696 704551 deds 9dS07FUS0094. fd

A 1110.250.233.67|backupl 03696704551 ded? 1b507f050097. Fd
b 1110.250.23367|backup| 0369670455 1d6d752507F 05009, Fd Diescription |
B 110.250.233.67lbackupl0369674551 6856507050043, d
B 1110,250,233.67\backupl 03696704551 ded952507F0S00aC Location | =l
rRlin e —————"

b 1110.250.233,67|backup| 0369670455 1dedh04507F0S00bS. Fd
1110,250.233.67\backup\03696 704551 dedbfeS07F0S00b Fd
1110,250.233.67\backup\03696 704551 d9S52955070450001 .fd Format Unknovn
& 1110.250.233.67|ackup| 03696704551 d95 385507 0450004.Fd Location [saving_57: '410.250.233 E7\backup\03696 74551 11 6b1507 04500
b 1110.250.233.67|backup| 0369670455 1d954525070450007.
1110,250.233.67\backup\03696 704551 d9S5 38507045000, fd
B 1110,250.233.57\backup|03696704551 4956 105070450004 Fd

) 1110.250.233.67|backupl 03696704551 dd2 1 6e507f0S00be. Fd
: B \110,250,233.67\backupl 03696 704551 dd2 3635077050007,
1110,250.233.67\backup\03696 704551 dd29F PS07F0500Cd Fd
B \110.250.233.67\backup|0369670455 1dd2c38507f050001. Fd
2 1110.250.233.67|backupl 03696704551 dd2d9bS07F0S0004. Fd
B \110,250,233.67\backupl 03696 704551 dd2e91 S07F0S0007. Fd
1110.250.233.67\backup\03696 704551 ddzfbFS07F0S000a. Fd
B \110.250.233.67\backup|0369670455 1031 Fas07F05000d. fd
) 1110.250.233.67|backupl 0369670455 1 deE5chE06FS0004.
B \110,250,253.67\backupl 03696 704551 des 6bESO6F4S0007. Fd
1110.250.233.67\backup| 03696 704551 de6 7heS06450010. fd
B \110.250.233.67\backup|0369670455 1 debacd508f450013.fd
) 1110.250.233.67|backupl 0369670455 | dese2aS06f 450016, Fd
b 1110,250,233.67|backup| 0369670455 1 dFeb4aS08r450019.Fd
1110,250.233.67\backup\03696 704551 dF6bdsS06F45001 ¢ Fd
5 1110.250.233.67|backupl 0369670455 | dfécdaS0sF4500LF. Fd
By 110,250,233, 7 \erkun (36057455 1754736522 £
ck 7d4551=116b
53 £71 110.250.253.67\backup S
=0 Drives
L« 1> Cancel Apply

P2 Objects e l_Snurce =B [ \\10.250 233 67 \backup |

Import medium {media). .. Change Location

IEEE I

Media label

i

£ edwinz-wzka-01 v

File Edit ey ACEOnSs Hedn
| [Devices & Media =1 28 © |Gm | == | 7 b Gl Tk | o) 2 A5 A

07 B ackup D690 Fd455 1 deSFLOSOFosoDub.Fd = |
21507 PG00, Fd
367 backup| 03696 7d4 55 | dfal 21 S0FFOS0091 . Fd
AT ackup| DIATE 75 1 dEESBIS0FIIS0094 . Fd Media Pool
67 hackup\ 03696 7d455 1d6d? 1507 050097.Fd [ A i ool i a logical grauping of medi el belps pou cigenize sned mainksin goun

W 10250, 2006 Fibackupl D096 PSS 1dedr G20y PO 00S s Fd W backed up data,
M L0280, 233 6T backuph 03608 Td 55 1 dEdAEES0TFOSO0a S, Fd
W 10250, 233,67 |hackup| DEETE Fd 55 | dE0952S07FOS00ac. F ~
JE 110,250, 233,67 \backup 03696 7d455 1 d6daz 75071 05005, d [savira_67_MemaPoct =
410,250, 200,06 b ackup| D169 Fd455 1 dedb 04502 FUSO0bY. Fd
W 10250, 2306 Tbackup) 00656 T4 55 LG dbFcS0FFOS00b0.Fd

23367 backup| 03696 7d4 55 | 9S2GSS07 0450001 . Fd
AT kip) ITA06 TA45S 1 OEIRES0TO4S0004. [
&7 back : s 1 e Oasou0F.fd
M 10250, 200,60 Fibackup\ D090 Fd455 1 dESS Bet 0 045000, Fd
M L0280, 233 Tibackup) 03608 Td 55 1 d95E 1 dS0T04S0004d, Fd
W 10250, 233,67 |hackup| D366 T 55 1 do 2 | ERS0TFIS000e. Fd
10,250, 233.6 7 backup\ 03696 7d455 1dd 2364507 0500 7.Fd
410,250, 220,06 Fibackup| D109 Fd455 1 ddesf rLorfosoned.Fd
W 10250, 2306 T b ackup) 0065 Td455 1 dd2ce0S07FOS0001 . Fd
W L0250, 233 A T hackup) D369 Fd 55 1 dd2d ShEnF Fosnnn. Fd
LR AT ackup| DR TA4ES 1 delZn®1 SOFIOSO007. Fd
2 h10.; &7 backupl US69E Fda 55 1dd2f bIS0 T oso00a.fd
L0250, EI0LG T eckup) 00090 R d 455 1dd 31 FatorFosoo0d. Fd
M L0250, 233 ETibackup) 03606 Td 55 | desSchS0EF4S 0004 . Fd
M L1020, P35, AT ekl DBETE T 55 1 de S LESDEI 450007 . Fd
S 4410, 67 \backup 03696 7d455 1 de67beS06/ 45001 0.1d
B Ah10. LEIALA T Backupl D090 A4S0 L debacdSOGFASO01 3. Fd
e 10250, 2306 T backuph 0G5 T4 55 L dete 2aS00F 4500 1L 6. Fd
M 10260, 2356 T hackupl 03606 Td4 55 1 dFEhA aS0AFIS001 5 Fd

lp Select the media pool o which you want to add the imported medum.

LR AT kap IA06 TA4ES 1 ELARSDEF 45001 ¢ Fol
o \10. &7 ibackup| UI69e 7da5S 1df Gcd aS06f 450011 .fd
W10, & B SCkUpIIGEE 7455 LdFGd 7 S 06F 4500, Fd

d155 1ol 16b1
1 577 410,250,
=0 Drives.

¥ Objects | oA ¢ [ Backup Source =B | 10,250, 203,67 \backis

I B edhwinz-w2ld-01 i
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11. Check Import Copy as Original, click Finish.

po Import Medium - HP Data Protector Manager [_ o]

| File Edit  Wiew Actions  Help
| [Beavices & Madia =] |J & & == |

b 110,250,233, 67\ backup 036967 455 1 4694 3e507F0S005h. Fd < |
-8 1|10,250,233 67| backup\ 03696 744551 d694fe507FOS005E. Fd

&b 1110.250,233. 67\ backup 0369670455 1 d695bcS07FOS0061. Fd Ointins

b 110,250,233, 671backupi0 36967 455 1 6967 35070050024 . Fd P
B \\10,250,233,67\backupl 036967455 1 dE96 93507 FOS0064. Fd @ tHor

&b 1110,250,233. 671 backupi036967d455 1 d696dbS07FOSO0E 7, Fol =+ ¥ Import Copy as Original

b 110,250,233, 671backupi0 36967 455 1 d697 54507005002k  Fd
BB \|10,250, 233,67 \backup\ 0369674455 1 d697 29507 FO0S006.2 . Fd Leaaging |Lng Al _|

&b 1110.250,233, 67\ backupi036967d455 1 d69826507005002e . Fd

b 110,250,233, 671backupi 03696744551 d6986bS07FOSO0GH, Fd
-8 1|10,250,233 . 67| backup\ 03696 744551 69903507 0050031 . fd

&b 1110,250,233. 67\ backup 0369670455 1 d6992c507FOS0070. Fd

b 110,250,233, 671backupi036967 44551 d69a08507F0S0073, Fd
-8 1|10,250,233 67| backup\ 03696 744551 d69a2e507 0050034, fd

&b 110,250,233, 67\ backup036967d455 1 d69a4F507F0S0076. Fd

b 110,250,233, 671backupi 03696744551 d69b22507F0S0079. Fd
-8 1|10,250,233 67| backupl 03696 74455 1 d69he9S07f0S007 . fd

b 110,250,233, 67\ backupl 03696 7d455 1 d69cafS07FOSO07F . Fd

b 110,250,233, 671backupi 03696744551 d69da9S07FOS00E2. Fd
-8 1|10,250,233 67| backupl 0369674455 1 d69dd 1 507F0S008S. Fd

&b 1110,250,233. 671 backupi036967d455 1 d69ea0S07FOS00ES, Fd

b 110,250,233, 671backupl0 369674455 1 d69FE0S07FOS00G0. Fd
B 4\10,250,233 . 67\backuph 03696744551 d6a021507f0S005e . Fd

&b 110,250,233, 671 backupi036967d455 1 d6a121507F0S009 1 Fd

b 110,250,233, 671backupi036967 44551 d6d60dSO7FOS0094. Fd
B 4\10,250,233 .67\ backuph 03696744551 d6d7 1bSO7FOS0097 . Fd

&b 1110,250,233. 671 backupi036967d455 1 d6d752507F0S009a, Fd

b 110,250,233, 671backupi036967 44551 d6da56507F0S0043, Fd
B 4\10,250, 233,67 backuph 03696 744551 d6d952507f0S00ac, fd

&b 1110,250,233. 671 backupi036967d455 1 d6da27507F0S00LS, Fol

b 110,250,233, 671backupi036967 44551 dédb04S07FOSO0LS, Fd
8 4\10,250,233 67\ backuph 0369674455 1 d6dbfcS07FOS00bE, Fd

&b 1110,250,233, 67\ backupi036967d455 1 d952955070450001 .Fd

b 110,250,233, 671backupi0 36967 4551 495365507 0450004 . Fd
B 4\10,250,233 . 67 backuph 03696 74551 dS5452507 0450007 fd

= \\ID.ZED‘233‘E?\ha(lﬂJD\DSﬁQS?d‘!ES1d95533507D4EDDDa|.F;:||L|

8

IEET I

0

(B Specify additional aptions for the session.

KN} <Back | et > u el
#Z Objects | W 4+ o [@P Backup Source =B | %.70.250.233.67\backup |
T [f& edwinz-wZka-01 =
12. Verify that the import is done successfully.
pa Import Medium - HP Data Protector Manager =] E3
| File Edt view Actions Help
|[Dervices & Mecie =] BT EE

51 ) Environment [Mormzl] From: MSMBedwinz-wzkS-01 "saving 67_WriterO"™ Time: =]

[l Automated Operations Media session 2013/07/19-5 started.
-7l Device Polici
Eg % DZ::EZS olees [Morm=al] From: MMABedwinz-w2zkS-01 "saving 67 Writero™ Time:
Gj &7 STARTING Media Agent "saving 67 _Wricero”
[]E?i ZIFs&NFS [Mormal] From: MMARedwinz-wzk8-01 "saving 67 Writer0” Time:
Gj CIFS-243.2 Loading wmediuwm from slot 44 10.250.233.67vbhackup, 036967d
- cIest ) [ ) R
Gj CIFs2 [Morm=l] From: MSMEBedwinz-w2ks-01 saving 67 Writero Time:
Gj CIFS EdwinOl Data Protector foreign medium "036967d4:51el116h1:0704:0
) fbrary s Inf E " i ; " i
) sample ession Information B-01 "saving 67 WriterO” Time:
n atabase:
(I saving_te7 Session (D F-2013/07.19:2 L aoa
-[J1l saving_67 .
[c2) @ Devices by host Session Type: tedia FWMZES-01% ADMINISTRATORBedwinz-—w2
D13 1:58:21 AM
{5 Extended Copy
@ Import Medium
B gl Media i p-01 "saving 67 Writero™ Time:
1 media out of 1 successfully imported. r 44 10.250.233.67vbhackup, 036967d
p-01 "saving 67 Writero™ Time:
Eaving 67 _Writero"

1 media out of 1 successfully imported.

< I _|_I
#2 Objects | W 4 b i@ Backup_Souce = | \\10.250.233 67%backup J

[ | edwinz-wzks-01
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4.4

32

Restore from target DR

13. In Context List drop-down menu, choose Restore. Run the restore session that is associated to
the backup set, click Restore.

po E: [E: [Data]] - HP Data Protector Manager
| Fle Edt Wiew Actions Help

I[=] B3

“Hestore j H E 9

TN T T

{71 Restore Objects
{77 Disk Image
-{&]) Flesystem
-] Internal Databass
M3 Exchange 2010 Server
@ 145 Yolume Shadow Copy Writers
E-£7] Restore Sessions

=@ 2013/07/19-4
E| edwinz-w2ka-01

----- v (P BTG

- 2013/07/19-3
@ 2013/07/19-2
= 4B 2013/07/19-1
-8 2013/07/16-4
- 2013/07/15-3
-8 2013/07/15-2
-4 2013/07/18-1
[+-4@p 2013/07/15-9
[
[
[
[
[
[
[+

|88 2013{07/15-8
|- 2013/07/15-7
H- @ 2013/07/15-6
o4 2013/07/15-5
o 48D 2013/07/15-4
o4 2013/07/15-3
-8 2013/07/15-2

S Source | Daslinaliunl Dplionsl Devicesl Media I Cupiesl Fiestore Summary

D:I Select the files and directories that you want to restore.

& Show full chain

= Show this session only

EIVE 4
B

<]

#2 Objects I Task8|

14. Verify that the restore is done successfully.

pQ Restore - HP Data Protector Manager
| File Edit Wiew Actions Help

W 4 b b |E:[E: [Data]] =]

test
test2

I Restare | I

Preview | Cancel

o

[l edwinz-wzka-01

5 [=] B3

JIFlestore j“ge ’;ﬂ

BREEEES

-] Restore Objects

¢ -] Disk Image

71 (] Filesystem

7] Inkernal Databass

M3 Exchange 2010 Server
-5 M5 Volume Shadaow Copy Writers
[=1-£7) Restore Sessions

@ 2013/07/19-4

= edwinz-wzki-01

Wi B E: [E: [Datal]

-8 2013/07/19-3
=@ 2013/07/19-2
-8 2013/07/19-1
-8 201307154
& 2013/07/183
=38 201307]18-2
(- 2013/07/15-1
- 2013/07/15-9
[
[
[
[
[
[
[

182 2013/07/15-8
- 2013/07/15-7
o439 2013/07/15-6
o439 2013/07/15-5
0@ 2013/07/15-4
o439 2013/07/15-3
- 20130071152

-

Restore

Skatus | Tvpe | Client System

| Source | Label

| Session | Fr..

|t

Session |D: 2M3/07 /196

Session Type: Festare

Blcom,,, WinFS edwinz-wzki-0l E: E: [Data]

Session Information [ <]

72013 1., sa..

i

| Total Data | Mediurm Label

-01

Restore

Session completed successfully

9472 KB

saving_L67_MediaPool_36

o

rakE-01 "saving 167 WriterO™ ;I
L "saving 167 WriterO"

Session completed successfully!

LI 1]

T2 Objects | TaskSI

H o4 b N|E:[E

: [Data]] 'HJO Restare =WJ

T
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5 Set Up the DR Series Deduplication Appliance Cleaner

The cleaner will run during idle time. If you workflow does not have a sufficient amount of idle time on a
daily basis then you should consider scheduling the cleaner which will force it to run during that
scheduled time.

If necessary you can do the following procedure as described in the screenshot to force the cleaner to
run. Once all the backup jobs are setup the DR Series Deduplication Appliance cleaner can be scheduled.
The DR Series Deduplication Appliance cleaner should run at least 6 hours per week when backups are not
taking place, generally after a backup job has completed.

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

DR4100

EdwinZ-SW-01 Help | Log out

Cleaner Schedule

Schediile Cleaner
System time zone: US/Pacific, Fri Jul 5 05:00:41 2013

Mote: When no schedule is set, the cleaner will run as needed.

Replication

B Storage Day Start Time Stop Time
Containers sun - -
Replication Mon - -
Compression Level Tue - -
Clients Wed - -

B Schedules Thu - —
Replication Schedule Fri - —

B - System Configuration
Meiworking
Active Directory
Local Workgroup Users
Email Alerts

Email Relay Host
Date and Time

Software Upgrade
License

Copyright ® 2011 - 2013 Dell Inc. All rights reserved.
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Monitoring Deduplication, Compression and Performance
After backup jobs have completed, the DR Series Deduplication Appliance tracks capacity, storage savings
and throughput on the DR Series Deduplication Appliance dashboard. This information is valuable in
understanding the benefits the DR Series Deduplication Appliance.

Note: Deduplication ratios increase over time; it is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs complete, the ratios will increase. Backup
jobs with a 12-week retention will average a 15x ratio in most cases.

DR4100
EdwinZ-SW-01
Monitor Dedupe,

Compression &

= Dashboard

L

Dashboard

Performance
u Syslem Stale; optimal u HW St1ale gpiimal

Capacity Storage Savings
Toom: 1h 19 A4
Sadings ()
" Time (minilas Tima (minules)
W Tols M Read
M Fr
Sysvem Information
Produc Hama CRL100 Todal Savings ATE2 %
System Harms EcwinZ-5-01 Total Mumiber of Files in All Contansns 107
Software Varsion 2101650 Humber of Contaifers 2
Current DaterTirms Fri Jul & 05:04:20 2013 rurmzer of Containers Replicabed ]
Curani Tiene Zone ISP 3oific Acthos Bytes 1.2 Gil T,
Claaner Stabus il
Copymight © 2011 - 2013 Dell Inc. All iights resersed
J
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/ Appendix

/1 Create a Storage Device for CIFS

There are two options for HP Data Protector to authenticate to DR Series Deduplication Appliance through
CIFS.

1. DRjoined into domain: Integrate HP Data Protector Server and DR Series Deduplication Appliance
with Active Directory
a. Ensure the AD user has appropriate ACLs to the DR Series Deduplication Appliance Container
share
b. Setthe HP Data Protector service to run with this AD user <Domain\User>

2. DR s standalone CIFS server: Make sure HP Data Protector Inet service and CRS service use the
same Log On user. DR Series Deduplication Appliance also has the same username and password
defined in Local Workgroup Users.

Also make sure this CIFS user has appropriate access permission to the DR Series Deduplication
Appliance container share. HP Data Protector services will use this user to authenticate to DR
Series Deduplication Appliance share in Workgroup mode.

a. Toset the password for local CIFS administrator on the DR Series Deduplication Appliance, log on
to the DR using SSH.
i. Log on with username Administrator and password StOr@ge!
i. Run the following command:
Authenticate --set --user administrator

NOTE: The CIFS administrator account is a separate account from the administrator account used to
administer the appliance. After an authentication method is chosen, set the HP Data Protector service
account to use the CIFS administrator account.

b. Launch Microsoft Services Snap-in by clicking Start > Run > Services.msc > Enter.
c. Locate the Data Protector Inet and Data Protector CRS Service. Right-click Properties and click
the Log On tab.
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Data Protector Inet Properties (EDWINZ-WZ2K&-01) [ x|

General LogOn | Hecoveryl Dependenciesl

Log an az:

 Local Spstemn account
™| Allows senvice to interact with desktop

I. Yadrmiristrator Browse. .. |

Pazzword: I...............

Confim password: I...............

Help me confiqure user account lag on options.

ak I Cancel Apply

NOTE: Do this step only when no backups are currently running, as restarting the services causes backup
jobs to fail. Double-click on the services one at a time.

If you are using local synced accounts rather than the AD account, make sure that there is a " \"in front of
the user name. [move this before the step — that's when the user needs this info]

d. Click OK.
e. After changing both services for HP Data Protector, choose Stop/Start to restart the two services.
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/.2 Create a Storage Device for NFS

For NFS backup using the HP Data Protector, a target folder needs to be created as NFS share directory.
This is the location to which backup objects will be written. This is not required while adding CIFS share.

1. Mount the DR Series Deduplication Appliance NFS share onto the NFS share directory which
backup objects will be written in the HP Data Protector environment.

2. Verify the NFS share. One way is to try using the Linux command “cat /proc/mounts”. The rsize
and wsize of the nfs mount should be 512K.

/.5 User commands

1. Omnidownload

e Downloads information about a backup device and a library from the Data Protector
internal Database (IDB).

e This command is available on systems with the Data Protector User Interface component
installed.

Examples:

To review the information about a virtual tape library named "VTL" in ASCII format that will be
saved as the file "libVTL.txt" to the directory "C:\Temp”, run:

omnidownload -library VTL -file C:\Temp\libVTL. txt

2. Omniupload

e Uploads information about a backup device from an ASCII file to the Data Protector
internal database(IDB).

e This command is available on systems with the Data Protector User Interface component
installed.

Examples
To modify library"Exabytel” using the information in the file "/tmp/EXA", run:

omniupload - modify_library Exabytel -file /tmp/EXA
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